INPUT

zone_dmz_DROP
-0 eth2 -j DROP
-i eth2 -j DROP

zone_lan_DROP
-0 ethl -j DROP
-i ethl -j DROP

zone_wan_DROP
-0 ethO -j DROP
-i ethO -j DROP

-m state --state INVALID -j DROP

syn_flood

-m state --state RELATED,ESTABLISHED -j ACCEPT

-p tcp -m tcp --tep-flags FIN,SYN,RST,ACK SYN -m limit --limit 25/sec --limit-burst 50 -j RETURN

“ilo -) ACCEPT

-] DROP

-p tcp -m tcp --tcp-flags FIN,SYN,RST,ACK SYN -j syn_flood

-j input_rule

-j input

OUTPUT
-m state --state INVALID -j DROP
-m state --state RELATED,ESTABLISHED -j ACCEPT
-0 lo -j ACCEPT

» input_rule

> input

-i ethl -j zone_lan
-i eth2 -j zone_dmz
-i ethO -j zone_wan

»output_rule

-j output_rule
-j output

FORWARD
-m state --state INVALID -j DROP

-j forward

forwarding_rule
-m state --state RELATED,ESTABLISHED -j ACCEPT / -j nat_reflection_fwd
-j forwarding_rule

zone_lan

/ input_lan

-j input_lan

-j zone_lan_ACCEPT

> zone_dmz

-j input_dmz

-j zone_dmz_ACCEPT

> output

-j zone_lan_ACCEPT

-jzone_wan_ACCEPT

-j zone_dmz_ACCEPT

zone_lan_forward

-jzone_wan_ACCEPT

-j forwarding_lan

-j zone_lan_REJECT

_\»forwarding_lan

zone_wan

-p udp -m udp --dport 68 -j ACCEPT

-p icmp -m icmp --icmp-type 8 -j ACCEPT

-p tcp -m tcp --dport 22 -j ACCEPT

-p tcp -m tcp --dport 443 -j ACCEPT

-j input_wan

- ————input_wan

-jzone_wan_REJECT

-j reject

> forward

-i ethO -j zone_wan_forward

: : zone_dmz_forward
_.I ethl -.J zone_lan_forward / >} forwarding dmz
-i eth2 -j zone_dmz_forward Y
‘\» zone_wan_forward

» nat_reflection_fwd

-j zone_dmz_REJECT

-j forwarding_wan

-jzone_wan_REJECT

zone_lan_ACCEPT

-0 ethl -j ACCEPT

-i ethl -j ACCEPT

input_dmz

zone_dmz_ACCEPT

-0 eth2 -j ACCEPT

-i eth2 -j ACCEPT

zone_wan_ACCEPT

-0 ethO -j ACCEPT

-i ethO -j ACCEPT

zone_lan_REJECT
-0 ethl -j reject
-i ethl -j reject

forwarding_dmz

zone_dmz_REJECT
-0 eth2 -j reject
-i eth2 -j reject

forwarding_wan

zone_wan_REJECT
-0 ethO -j reject
-i ethO -j reject

reject

-p tcp -j REJECT --reject-with tcp-reset

-j REJECT --reject-with icmp-port-unreachable




